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DcRAT and What You Need to Know 
What is DcRAT?  
 

DCRat is categorized as a malicious software known as a remote access trojan (RAT), 

infiltrating computer systems and granting attackers remote control capabilities. In existence 

since 2018, DCRat is an evolving threat with continuous updates, widely utilized on a global 

scale. Countries affected by DCRat include Russia, Ukraine, the United States, Turkey, China, 

and India, demonstrating its widespread impact across diverse regions. 

 

Various methods are employed for DCRat propagation, encompassing phishing attacks, 

malicious websites or downloads, as well as infected USB drives or other removable media. 

The operational mechanism of DCRat commences with the execution of a batch file. This file 

downloads two PowerShell scripts, with one utilized for bypassing security products and the 

other responsible for downloading two executable files. The exe files employ a process 

hollowing technique to embed themselves in the system. Process hollowing involves a 

malicious software embedding itself in an empty space within the memory of an existing 

process, facilitating its concealment and making detection by security products challenging. 

 

DCRat establishes communication with a server using an exe file named client.exe. The server 

corresponds to a remote server under the control of the attacker. Client.exe executes 

commands received from the server, fulfilling the RAT's objectives. DCRat can perform various 

RAT tasks, including file and folder access, registry access, keyboard and mouse monitoring, 

screen capturing, and credential theft. 

 

Preventive measures against DCRat involve refraining from opening suspicious emails, 

downloading files only from reputable sources, utilizing robust antivirus and anti-malware 

software, keeping systems up to date, and exercising caution with USB drives. 

 

DCRat poses a significant threat as a malicious software, emphasizing the importance of 

implementing these preventive measures for protection against its potential impact. 
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Technical Analysis 
Stage 1 
 

 

 

Figure 1- .bat file obfuscated code 

It is seen that the codes of the .bat extension file sent with phising campaigns are obfuscated. 

 

 

Figure 2-Deobfuscated bat file code 

When the obfuscated code is deobfuscated, the codes appear as shown in the figure. 2 

powershell files are downloaded. And these files are downloaded to the download path and 

named as yenisc.ps1 and yenisc1.ps1. After the files are downloaded, they are executed 

via PowerShell.   

File Name enrypted.bat 

MD5 35a0ba562b6f38d227c9c57357be913a 

SHA256 0dfb1cb6a9d0004ee1b317e52b6dd3b0f99151ef0d04a6329b76ce7c4c961d9a 



Stage 2 

 

 

Figure 3-Setup Bypass Method 

 

Figure 4-Handler Method 

Examining the code of the first executed yenisc.ps1 file, it forms part of a programme to 

bypass AMSI by manipulating the execution flow of a specific function scanned by the 

Antimalware Scan Interface (AMSI). By handling exceptions that occur during the execution 

of the relevant function, it modifies the execution flow of the function and prevents detection 

by AMSI. This process demonstrates that the targeted function is running successfully and 

effectively spoofs the results of AMSI.   

File Name yenisc.ps1 

MD5 1aeb09dfea797e31fb06087d48e87cc8 

SHA256 77842b05bf2ff23d3cb8ebb019f7d40310280c65816f78f655b011162a67dd85 



File Name yenisc1.ps1 

MD5 47190fdddbc3ebf6d2aea8ac965310da 

SHA256 de5fc0b68e2ff2d895077e3312c985aa292473f507266f2e8b5a89fd3048d9e5 

 

 

Figure 5- .ps1 file for download the files 

When we decode the base64 encoded data in rawURL and HollowURL, two different download 

links emerge. This PowerShell script loads an assembly via the LoadAssembly function, then 

calls the emrespam method from the malted.emre type. This process aims to execute the 

malted.exe malware that targets the RegSvcs.exe application using the process hollowing 

technique. 

Table 1- Links to download files 

 

Two files, named Client.exe and malted.exe, are being downloaded. While one of these 

downloaded files injects through Process Hollowing technique, the other one establishes 

communication with the server. 

https[:]//sw.lifeboxtransfer.com/v1/AUTH_LT_fc856d57-7abc-4ad2-ac90-
950f9e675133/LT_1559823a-2bd4-4f1f-ab57-86d5137c339c/812f6021-b00d-441c-8cde-
3145c6d3680b/50b93d59-73b9-4867-992f-
f091d3e4a22f?temp_url_sig=50f32d6025b1530d13bdceb8823789b8a4c820df03cd51785c
dd6992d9ed8e6a&temp_url_expires=1703693937448&filename=malted.exe 

https[:]//sw.lifeboxtransfer.com/v1/AUTH_LT_fc856d57-7abc-4ad2-ac90-
950f9e675133/LT_e15b2bb6-98ca-4b2e-81a8-265e1e9ff651/76a28e87-3311-45ea-9203-
628de676a272/24f81fbb-cded-4dfa-9215-
512c595c0b66?temp_url_sig=d2b29bfea5d0af0c879aa1e0135ab929af201fbf85911c7b542
c21470a66c695&temp_url_expires=1704662881529&filename=Client.exe 



Stage 3 
 

File Name Client.exe 

MD5 6d7eb3740312029e37a2e7c88904885a 

SHA256 a7c3449ebc4b95250ea85fdb32d6fad983f423c1ec3fe2db5a5fe4d77c84657f 

 

 

 

Figure 6- Decrypts AES-encrypted informations 

Initially, the Settings class configures settings and dynamically decrypts AES-encrypted 

information such as port and host during runtime. 

 

  

Port 1337 

Host 213.226.117.48 

Version 1.0.6 

MTX DcRatMutex_qwqdanchun 

Table 2- Decrypts informations 



 

Figure 7-Gets informartion about infected machine 

It retrieves information about the infected device, including details such as username, 

hostname, and other relevant data. 

 

 

Figure 8- AntiProcess Technique 

Through the use of a code block, the script conducts a comparison of background processes. 

This code, employed for determining the presence of an analysis environment, automatically 

shuts down the program if it detects a match with any given process name. 

 

        Table 3-Checked process names 

Taskmgr.exe ProcessHacker.exe procexp.exe 

MpUXSrv.exe MpCmdRun.exe NisSrv.exe 

Regedit.exe UserAccountControlSettings.exe taskkill.exe 

MSConfig.exe MsMpEng.exe MSASCui.exe 

 

 



 

Figure 9-Create task 

If the application is running with administrative privileges, it creates and executes a scheduled 

task using the command /c schtasks /create /f /sc onlogon /rl highest /tn through the 

cmd.  

 

 

 

Figure 10- OpenSubKey 

It checks whether the file exists and, if so, deletes it and waits for one second. Subsequently, 

it retrieves the entire content of the currently running application and creates the target file. 

The Methods.ClientOnExit() method is invoked to specify a process that will run upon the 

client application's closure. It generates a temporary .bat file and writes a sequence of 

commands into it. These commands, after a specific duration (timeout 3), include launching 

the target file, changing the working directory, and self-deletion. By initiating the created .bat 

file, it executes the temporary batch file. This method of operation is employed by the malware 

to conceal itself. 

 

 

  



 

Figure 11- AntiVm Technique 

This malware attempts to detect virtual machine environments using a specific WMI query 

related to cache memory. If a virtual machine is detected, the application is terminated 

abruptly as an anti-analysis measure. 

 

Figure 12- Check Antivirus Product 

The Antivirus method retrieves information about installed antivirus products on a Windows 

system by querying the "SecurityCenter2" namespace. It collects the display names of 

detected antivirus products and returns them as a concatenated string.  

 

Figure 13- Gets Camera Informations 

It detects the available cameras on the device and gains the ability to access the camera when 

privileged. The malicious software then communicates with the server to send all the collected 

information.  



 

 

       Figure 14- HandleRun Method 

 

        Figure 15- Process Hollowing APIs 

Malted.exe is designed to use the Process Hollowing technique to inject the 

Client.exe file into the legitimate RegSvcs.exe application and make it run undetected. In 

the yenisc1.ps1 file, the code to perform this operation is included, along with the specified 

rawurl and hollowurl. 

  

File Name malted.exe 

MD5 74003e9140e5997418d6c235212ec6c5 

SHA256 6cca27fc40d290fdc7a83973246ab03976ff763802d7b65265b98d31f5c95339 



MITRE ATT&CK 
 

 

 

  

Technique Name Technique ID 

Query Registry T1012 

Command and Scripting Interpreter: 

Windows Command Shell 

T1059.003 

Process Injection: Process Hollowing T1055.012 

Masquerading T1036 

Virtualization/Sandbox Evasion T1497.003 

Command and Scripting Interpreter: 

PowerShell 

T1059.001 

File and Directory Discovery T1083  

System Information Discovery T1082 

Reflective Code Loading T1620 

Web Service T1102 

https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1055/012/
https://attack.mitre.org/techniques/T1036
https://attack.mitre.org/techniques/T1497/003/
https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1083
https://attack.mitre.org/techniques/T1562/
https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/techniques/T1620/
https://attack.mitre.org/techniques/T1102/


IOCs 
 
IPs 
213[.]226.117.48 

45[.]11.47.195 

95[.]214.8.52 

94[.]102.148.42 

20[.]215.193.147 

141[.]255.151.226 

38[.]59.124.49 

3[.]79.229.48 

141[.]255.147.252 

 

URLs 
http[:]//co44089.tmweb[.]ru 

https[:]//sw.lifeboxtransfer.com/v1/AUTH_LT_fc856d57-7abc-4ad2-ac90-
950f9e675133/LT_1559823a-2bd4-4f1f-ab57-86d5137c339c/812f6021-b00d-441c-8cde-
3145c6d3680b/50b93d59-73b9-4867-992f-
f091d3e4a22f?temp_url_sig=50f32d6025b1530d13bdceb8823789b8a4c820df03cd51785c
dd6992d9ed8e6a&temp_url_expires=1703693937448&filename=malted.exe 

https[:]//sw.lifeboxtransfer.com/v1/AUTH_LT_fc856d57-7abc-4ad2-ac90-
950f9e675133/LT_e15b2bb6-98ca-4b2e-81a8-265e1e9ff651/76a28e87-3311-45ea-9203-
628de676a272/24f81fbb-cded-4dfa-9215-
512c595c0b66?temp_url_sig=d2b29bfea5d0af0c879aa1e0135ab929af201fbf85911c7b542
c21470a66c695&temp_url_expires=1704662881529&filename=Client.exe 

 

HASHs 
MD5 7b8e0551fd1999d88b0eaa171bc6bd3d 

MD5 935674efdbbc207ca55d63a66f70cce7 

MD5 8ebb4bfd351c52bae3e4553b3b54906b 

MD5 35a0ba562b6f38d227c9c57357be913a 

MD5 bee145b42f23692f3f6f679aa592f274 

MD5 8f326d5f05c82a1b8ca8366a84ab9b08 

SHA1 d68ca7a1bf0ba3350544e72980d92b3622feef29 

SHA1 baaddec12fff6a5133fa540b3605e0e744026dc8 



DETECTION 
 

 

Client.exe Yara Rule 
 

import "hash" 

rule DcRAT{ 

    meta: 

    author = "Kerime Gencay" 

    description = "DcRAT Rule" 

    file_name = "Client.exe" 

    hash = "6d7eb3740312029e37a2e7c88904885a" 

strings: 

    $str1 = "Anti_Process"  

    $str2 = "Certifi_cate"  

    $str3 = "RegistryKeyPermissionCheck"  

    $str4 = "MsMpEng.exe" wide 

    $str5 = "Select * from AntivirusProduct" wide 

    $str6 = "DcRatByqwqdanchun" wide 

    $str7 = "Select * from Win32_CacheMemory" wide 

    $str8=  "AesCryptoServiceProvider"  

    $str9 = "UmVjZWl2ZWQ=" wide 

    $str10 = "SetRegistry"  

    $str11 = "{860BB310-5D01-11d0-BD3B-00A0C911CE86}" wide 

 

    $opc1 = {28 55 00 00 06 39 88 00 00 00 73 7A 00 00 0A 13 05 11 05 72 45 14 

00 70 6F 7B 00 00 0A 11 05 1C 8D 44 00 00 01 25 16 28 67 00 00 0A 72 4D 14 00 

70 28 1C 00 00 0A 6F 1D 00 00 0A A2 25 17 72 D8 14 00 70} 

    $opc2 = {28 1B 00 00 0A 7E 07 00 00 04 28 1C 00 00 0A 6F 1D 00 00 0A 80 07 

00 00 04 7E 07 00 00 04 73 6C 00 00 06 80 0C 00 00 04 7E 0C 00 00 04 7E 01 00 

00 04 6F 6F 00 00 06 80 01 00 00 04 7E 0C 00 00 04} 

 

condition: 

    uint16(0) == 0x5A4D and (any of ($str*,$opc*)) 

} 

 

 

  



 

 

 

Malted.exe Yara Rule 
 

import "hash" 

rule DcRAT{ 

    meta: 

    author = "Kerime Gencay" 

    description = "DcRAT Rule" 

    file_name = "malted.exe" 

    hash = "6d7eb3740312029e37a2e7c88904885a" 

strings: 

    $str1 = "kutuphane-otomasyonu"  

    $str2 = "_reversed1s_"  

    $str3 = "Marshal"  

    $str4 = "emrespam"  

    $str5 = "malted.Properties" wide 

       

 

    $opc1 = {00 17 0A 2B 17 00 02 03 04 05 28 0D 00 00 06 0B 07 2C 04 17 0C 2B 

14 00 06 17 58 0A 06 1B FE 02 16 FE 01 0D 09 2D DE} 

    $opc2 = {00 16 0A 72 01 00 00 70 02 28 17 00 00 0A 0B 12 02 FE 15 07 00 00 

02 12 03 FE 15 06 00 00 02 12 02 16 7D 13 00 00 04 12 02 D0 07 00 00 02 28 18 

00 00 0A 28 19 00 00 0A 28 1A 00 00 0A 7D 08 00 00 04} 

    $opc3 = {04 11 04 1F 50 58 28 1F 00 00 0A 13 09 04 11 04 1F 54 58 28 1F 00 

00 0A 13 0A 16 13 0B 09 7B 04 00 00 04 11 05 11 09 20 00 30 00 00 1F 40 28 0A 

00 00 06 13 0C 05 2D 07} 

 

condition: 

    uint16(0) == 0x5A4D and (any of ($str*,$opc*)) 

} 

 

 

 

 



MITIGATIONS 
 

● Carefully review links or attachments in unknown or suspicious emails before clicking 

on them.  

 

● Check the links in emails. Avoid clicking on unknown or strange URLs. Verify the URL 

using your browser before logging into an official website. 

 

● Before opening attachments or links in emails, make sure they come from sources you 

trust. Beware of files from unknown sources. 

 

● Protect your computer by using up-to-date antivirus and anti-malware software. This 

software can detect and block potential threats. 

 

● Protect your online accounts by using strong, complex passwords and avoid using the 

same password for different accounts. 

 

● Add an additional layer of security to your accounts using two-factor authentication 

(2FA). 

 

● Regularly update your operating systems, browsers and security software. Updates 

often close security holes. 

  



 

  



  



  



 


